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1
Decision/action requested

It is proposed to add conclusion text for security area #11 of TR 33.899.
2
References
3
Rationale

This contribution proposes to add conclusion text for security area #11. Security visibility and configurability. There are four key issues and fourteen potential security requirements, most of which are covered by four existing solutions with additional one new solution, as summarized in the table below. There is no conflict between solutions, and not treated requirements seem to be the case of general principles or implementation issues. Based on the current study, more details for completed solutions would be specified directly in the TS, and some of immature solutions could be further developed and improved through the TR before transferring to the TS.

	Potential security requirements
	Solutions
	Note

	#11.1 Service-dependent security requirements
	
	

	There should be a means for the UE to be aware of the mobile security requirements of individual services / applications, and to act on that knowledge.
	Solution #11.1 Device API
	Decision is needed on whether APIs will be specified in 3GPP or SA3, which could be captured in questions in Annex. 

	#11.2 User awareness of security
	
	

	UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.
	Solution #11.2 UE indication
Solution #11.x Procedures for UE security indication and control (new)
	

	Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.
	Solution #11.2, #11.x
	

	UEs should be able to collect security capabilities of access networks and services, and derive security indication for users from those parameters.
	Solution #11.2, #11.x
	

	UEs should be able to validate security indication related information from network.
	Solution #11.x
	Need more details in solution #11.x

	#11.3 User control of security
	
	

	UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.
	None
	Based on #11.2, #11.3, and #11.4, this could be implemented.

	UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.
	Solution #11.3
	

	UEs shall be able to send the preferred security capability (or parameters, possible security levels, if agreed) to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whether the requested security is achieved or not.
	Solution #11.3, #11.x 
	

	NextGen system shall be able to securely provide UE’s with an indication of the security capabilities of a network.
	Solution #11.x (more details needed)
	The requirement is already in the KI #11.2 and not essential in this KI, so it is proposed to remove the requirement (in companion contribution).

	The solution should minimise the risk of accidental connection failures.
	Solution #11.3
	Need more details

	#11.4 On demand security framework
	
	

	Next generation mobile network should have a flexible and extensible security framework to protect diverse services and applications, various devices capabilities.
	None
	General principle

	Security service is configurable and negotiable, when commissioned or upon application deployment, or when user/NG-UE requests a specific service.
	Solution #11.1, #11.3
	

	The end user application, end user device and the network should have the capability to change the security policy, security capability and security parameters, when required. The change could be done via parameter configuration or software upgrade.
	Partially met by Solution #11.1, #11.3 
	Needs more consideration on how to specify or address change of “security policy” and “software upgrade” in the specification. 

	Serving / home networks should be able to support variable security to match service requirements.
	None
	General principle


4
Detailed proposal

It is proposed to add the following conclusion text in clause 5.11.5 Conclusions of TR 33.899.
*** Change Proposal ***
5.11.5
Conclusions 


The configuration of security visibility and configurability within UE will be based on the framework provided by solution #11.2 and #11.3, with a possible merge of two. Solution #11.4 will be also considered to be merged, depending on the adoption of key/identifier refresh triggered by UE. For the procedure of communicating and negotiating security preference of UEs with network, solution #11.5 will be the base solution and developed further in detail. Solution #11.1, Device APIs for security preference setting from services/applications would be considered as well, but it will be discussed how this could be specified in the specification.

Editor’s note: It is ffs whether to leave Device APIs as implementation issue, or request its standardization to other WGs in 3GPP.

*** End of Change Proposal ***

